OCHOBHBIE ACHEKTBI TPO®MJIAKTUKH
KUBEPIIPECTYIIHOCTH B PECIYEBJIMKE BEJAPYChH
(mait 2021)

Mamepuan noocomoenen
Axaodemueu ynpasnenus npu llpezuoenme Pecnyoniuku benrapyco
Ha ocHoge ceedenuti Cnedcmeennozo komumema Pecnyoauku benapyco,
Munucmepcmea enympennux oen Pecnybnuxu benapycs.

Hngoepaghuxa no oannvim mamepuanam pazpabomana benopyccxum
menespaghHbIM A2eHMCMBOM U pa3Meujena Ha e2o catime 8 pazoeie
«HUngoepaghuxar (https.//www.belta.by/infographica/).

B nacrosiiee Bpemsi MHTEpHET W KOMIIBIOTEPHBIE TEXHOJOTHUU
CTPEMUTENBHO MPOHUKAIOT BO BCE c(epbl KU3HEAEATEIBHOCTH YEJIOBEKA.
C onHOI CTOpPOHBI, 3TO OTKPBIBAECT MeEpell OEIOPYCCKUMH TpakJIaHaMHU U
0O0ILECTBOM p#JI IEPCIIEKTUB, C APYTOM — BJICUET MOSBICHUE HOBBIX PUCKOB U
yrpo3. Tak, OypHOe pa3BuUTHE TEJIEKOMMYHUKAIIMOHHBIX TEXHOJOTHUH,
CTPEMUTEIIBHBII  pOCT  4YMCJa JJIEKTPOHHBIX  YCTPOMCTB U YCIYT,
NPEAOCTABIISIEMBbIX HACEJIEHUI0 C HCMHOJb30BaHUEM HMH(OPMAIMOHHBIX
TEXHOJIOTH, MPUBEJIO K YBETUYEHUIO KOJMYECTBA KUOEPIPECTYIIICHUIA.

bemapych, Kak W Jpyrue rocylapcTBa, HE MOXKET WTHOPUPOBATh
NPUHLHAINUAIBHO  HOBBIE  PHCKH, CBSA3aHHBIE C  IPOMCTEKAIOLIEH
uHpopmaruzamueit. Kak ormerns B xoae VI Beebenopycckoro HapoaHOro
coopanus Ilpesunent PecnyOnuku bemapyce A.I.JIykameHko, «He ymalss
MPEUMYIIECTB, BO3MOKHOCTEN M MEPCHEKTUB, KOTOPHIE OTKPBUI YEIOBEKY
UH(OPMAILIMOHHBIN MUpP, MbI JOHKHBI 0OpaTUTh BHUMAaHUE HA €ro 00paTHYIO
CTOpOHY. VCKYCCTBEHHYIO pEaIbHOCTh, KOTOpas Jana 3€JIEHbIM CBET
MaHUIYJSIIUAM, OOMaHy, MPECTYIJICHUSIM, TOTBOPCTBYET HU3MEHHBIM
WHCTHUHKTAM YEJIOBEKA.

Bompocsl  mudpoBoii  TpaHchopMalMM  MPECTYIMHOCTH  CETOJHSA
ABJIAIOTCS OAHUMM W3 HauOojee 310001HEBHbIX. I OT TOro, HacKOJIBKO
3 PeKTUBHO yHACTCA MPOTHUBOCTOSITH 3TOMY BBI3OBY, 3aBHUCUT HE TOJIBKO
3alMIIEHHOCTh TIpaB W HWHTEPECOB TpaxiaH, HO U HWHOOpPMaAIMOHHAsS
O0e3omacHOCTh oOIIecTBa W rocydapcTtBa. [lpy »TOM yHHBEpCaJIbHBIX
ITOIXO0JIOB, ITO3BOJISIOIINX a3 pexkTBHO MIPOTHUBOICHCTBOBATH
BBICOKOTEXHOJIOTUYHBIM ~ TIPECTYIUICHUSIM, HE BbIPAOOTAaHO HHU OJHUM
rocyaapCTBOM MUpa.

Cnpaeouno.
Hecmomps na npunumaemvie mepul, Ha NPOMANCEHUU NOCEOHUX Jlem
6 Pecnyonuxe bBenapyce uabarodaemcs ycmoudugvlii pocm KoJUvecmed
peaucmpupyemuvix kubepnpecmynienuti. 8 2015 cooy — 2 440 npecmynnenuii,
6 2016 — 2 471, 6 2017 — 3 099, ¢ 2018 — 4 741, ¢ 2019 — 10 539,
6 2020 — 25 561.
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H3zyuenue medxncoyHapoOHO20 onvima NOKA3bI8AEm, UYMO YBeluyeHue
yucna Kubepnpecmynienuil C80UCMEEHHO OONLUUHCIME)Y 20CY0apCme MUpd.
K npumepy, 6 Poccuiickou @edepayuu 4ucio maxux y20108HO HAKA3YEMbIX
oesanuil 8 2020 200y evipocno na 73,4%, a ux yoenvHuli ec 8 cmpyKmype
npecmynuocmu cocmasu 25 %.

Cpenu ¢akropoB, CTUMYJMPYHOIIHX POCT KHOEpPHpPecTyNJICHUI,
MO>KHO BBIJIEJIUTH CJIEAYIOIIHE.

Omnepexaomue TteMnbl ocBoeHuss cetd MHrepHer B PecmyOuuke
beaapyces. Tax, B 2020 romy m[o0isi HAcElICHHS HAIIEH CTPAHBI,
nonep3ytomerocss  MutepHerom,  cocraBmia  85,1%;m0  mioTHOCTH
IIPOHUKHOBEHUS IIMPOKOIIOIOCHOIO Joctyna B cerb MHTepHer benapych
BBIIIIA HA CPEIHEEBPOIEHCKUE MOKA3aTeNH, a 10 CKOPOCTH — HA NIEPEIOBbIC
MO3ULIUHA B MUPE.

YpoBeHb KOMIBIOTEPHOH TPAaMOTHOCTH TIPAXKIAH HEIOCTATOYHO
BBICOK, OTCTa€T OT CKOPOCTH BHEJIPEHMSI TeX WJIM MHBIX KOMIbLITEPHbIX
CHCTEM B NOBCEJHEBHYIO *KM3Hb. KpoMe TOro,MHOIMe rpakJaHeHeI0CTaTOuHO
OTBETCTBEHHO OTHOCATCSI K 3allIUTE U OE30IaCHOCTH COOCTBEHHOM HH(pOpMAaLIUU U
JIMYHBIX JTAHHBIX.

YckopeHHbliiniepexoaq MHOTUX cgep 00HIeCTBEHHbIX OTHOUIECHHH,
BKJIIOYAs TOBAPHBIM M JICHEKHBbIN 000POTHI, B HHTEPHET-NIPOCTPAHCTBO,
BBI3BaHHBIA pacpocTpaHeHneM KopoHaBupycHOH uHpekmu Covid-19.

Pa3Butre NMCTaHIIMOHHBIX CIOCOOOB COBEPLICHUS NPECTYIJICHUH, MpU
KOTOPBIX OTCYTCTBYET MNPAMOW KOHTAKT MEXIY 3JIOYMBIIUICHHUKAMU U KX
KEPTBaMH, MPUBEJIO K TOMY, YTO KMOEPIPECTYIUICHU YUUIM U3 (HU3HUYECKOM
pEaNbHOCTH B OHJIAWH-TIPOCTPAHCTBO.B IENSIX MPOTHBOJIEHCTBHS JTAHHBIM
npaBoHapymieHusM, 26 mapta 2021 r.B Pecriydnuke benapych Obul yTBEpKIeH
KoMIuiekcHblld  TJIaH ~ MEPONPUATHM,  HAMNPABICHHBIX HAa  MPUHATHE
3G(}EeKTUBHBIX ~ Mep MO  NPOTHBOACUCTBHIO  KHUOEPIPECTYIICHUSIM,
npo(UIaKTUKE MX COBEPILICHUS, TMOBBIIICHUIO [HU(PPOBOM TI'PaMOTHOCTH
Hacenenust Ha 2021-2022 rojpl.

Umo makoe kubepnpecmynnocms?
UYmo omnocumcsa K KOMRbIOMEPHBIM NPECHLYNIEHUAM?

B  mHacrosiiiee  BpeMss NpU  XApPaKTEPUCTUKE  KOMITBIOTEPHBIX
NPECTYIJICHU UCHOJIb3yeTCs LEebId psfl TOHATUH: <« UH(DOpPMAIIMOHHOE
NPECTYIJICHUE»,  «KUOEpPHpPECTyIJICHUe»,  «IIpecTyluieHne B cdepe
KOMIIBIOTEPHON — MHpOpMaIM»,  «IpPecTylyieHue B  cdepe  BBICOKHX
TEXHOJIOTUIY, «BUPTYATLHOE MTPECTYIIICHUE.

CornacHo AeicTByloleMYy 3aKoHOaTeabCTBY PecniyOnuku benapyce,B
COJIEpKaHUE TIOHATHS «KOMITbIOTEPHASI TPECTYIMHOCThY BKIIFOYAIOT:

1) npecryrieHus IPOTHB nHGOPMaITMOHHON 0e30MmacHOCTH
(MoauduKaIus KOMIIBIOTEPHON MH(DOPMAIINN,HECAHKITMOHUPOBAHHBINA JOCTYIT
K KOMITBIOTEPHOW HHQPOPMAIINH,KOMIBIOTEPHBIN cab0TaXX, HEMPaBOMEPHOE
3aBJaJicHUE KOMITBIOTEpHOM wuHOpMaIuen, pa3paboTka, HCIOJIb30BaAHUE
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ab0 pacnpoCTpaHEHHE BPEIOHOCHBIX TMPOrpaMM, HApYIIEHUE MPABUI
9KCIUTyaTaIlii KOMITBIOTEPHOI CUCTEMBI WJIH CETH U JIp.);

2) XUIIEHUS TyTEeM HCIIOJIb30BaHUS CPEJCTB KOMIIBIOTEPHON TEXHUKHU;

3) U3roTOBJICHHE U PACIPOCTPAHCHHE MOPHOTPAUIECKUX MaTEPHATIOB
WIM TPEAMETOB TMOPHOrpaUYEcKOro Xapakrepa, B TOM UHCIE C
N300paXEHUEM HECOBEPIIICHHOJIETHETO;

4) uHbIe IPECTYIUICHUS], TaK WJIM MHAYE CBA3AHHBIE C UCIIOJIb30BAaHUEM
KOMITBIOTEPHOM  TEXHUKH:  JOBEJEHHWE [0 CaMOYOHMICTBA  IyTeM
CUCTEMaTHUECKOIO YHIDKCHHUSI JIMYHOTO JOCTOMHCTBA yepes
pacnpoCTpaHEeHHE KaKuX-TUOO cBeleHUN B cetn WHTepHET; pasriaiieHue
BpaueOHOIl TalHbBI; HE3aKOHHOE coOMpaHue JHOO0 pacrIpocTpaHEHUE
uH(OpMaIlMA O YaCTHOHW JKM3HU;, KJIEBETa; OCKOpPOJICHUE; paclpoCTpaHEHHE
JOXHOW MH(pOPMAIIMK O TOBAapaxX M YCIyrax; 3aBeJOMO JIOKHOE COOOIIeHUE
00 OIACHOCTH; IIMUOHAX; YMBIIUICHHOE JIMOO 10 HEOCTOPOKHOCTU
pasrijaiieHue TOCYHAPCTBEHHOW TaWHBI; YMBILUIEHHOE  paslJiallleHue
CITy€0HOM TallHbI U JIp.

Taxum o0pa3zom, K KOMIbIOTEPHBIM npecTynjeHusIM
OTHOCSATCANPABOHAPYIIICHUS, TIPH  COBEPIICHWU KOTOPBIX  CPEACTBA
KOMIIBIOTEPHOM  TEXHUKM  BBICTYMAIOT Kak  OpyAHUsl  COBEPILICHUS
NPECTYIUICHUS TMOO0 KaK MPEeIMET MPECTYIMHOrO MOCITraTeNbCTBa.

Cnpaeouno.
B 2020 200y 6 Pecnybnuxe benapyce 6ceco 6vi10 3ape2ucmpupo8ano
95 moic. mpecmynnenutl, uz Hux 6onee 25 movic. — IMO KOMNbIOMEPHbLE
npecmynnenus (92% om komopwixcocmagnsanu xuwenus).B mo owce epems
ewe 6 2014 200y ux uucneHnHocms cocmaseninaece2o 2,3 moulc., T.€.
Haoadaemcea pocn nodoOHvIX npecmynienuil oonee yem 6 10 pas.

B uem cocmoum yenv kubepnpecmynnurkog?

Kak mnpaBuiio, KuOepHpecTyNMHUKUBBIJAIOT Cce0s 3a JoAed u3
JEHUCTBYIOIUX Ha 3aKOHHBIX OCHOBAHUSX OpTaHM3alUid W YUYPEKICHUM,
4T00bI 00MAHOM BBIHYAUTH IPAKIAH PACKPLITH JUYHYI0 UH(OpMaIUI0
U NPeJOCTABUTH MPECTYNHNUKAM JIeHbI'M, TOBAPbI W/WJIM YCJIYTIH.

MuiieHpt0o  KUOEPIIPECTYMHUKOB ~ CTAHOBSATCS ~ MH(OPMAIMOHHBIE
pecypchl, IpUHAyIeKAIIe 0aHKOBCKOMY CEKTOPY, TOCYIapCTBEHHBIM OpraHam
U KOMMEPYECKHM OpraHM3alisiM, a Takke KOoH(UIEHIMaIbHAs UHPOpMalys,
MIEPCOHAIILHBIE TAHHBIEC, UMYILIECTBO U JICHEKHBIE CPEACTBA IPAXKIAH.

Kaxkue euovt kubepnpecmynyenuil
BbLOCIIAIOM 6 OMHOUIEHUU 2PAXNHCOaH?

Haubonee pacupoCTpaHEHHBIM BUOM MPOSIBJICHUS
KHUOEPIPECTYIMHOCTU SBJSICTCA XMINEHHE [IeHEKHBIX CPeICTB € KapT-
cueToB rpaxaan. [IpyueM B OONBIIMHCTBE CIy4aeB 3TU MPECTYIUICHUS
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CTAHOBATCSI BO3MOXKHBI B pe3yibTaTe OECIEeUHbIX JCHCTBUNA CaMUX
MOTEPIICBIINX, MPETOCTABUBIINX PEKBU3UTHI JOCTYIA K CBOUM OAHKOBCKUM
CUcTaM.
Cnpagouno.

3a nepsvie mecayvt 2021 200a yoice 3a@uKCUposarn pocm KoIuvecmaed

XuwgeHuii ¢ 6aHKOBCKUX Kapmouek benopycos bonee yem na 270% no cpagnenuio
¢ amum dce nepuooom 2020 2ooa.

[IpecTtynmHMKK  3aBIaJeBalOT  PEKBU3UTAMH, HEOOXOIUMBIMH  JJIS
OCYIIECTBJICHUSI NPECTYNHBIX  TPaH3aKIMA, IOCPEICTBOM  CICAYIOIIUX
CHOCO0OB:

1. «Quwuney. ITOT HEODUUHAIBHBIA TEPMHUH MPOUCXOIUT  OT
anrmiickoro «fishing» («peiOHas moBas»). B kadectBe cBocoOpasHOU
«YIOYKH» TPECTYITHUKHA HCIOJIB3YIOT CIEIUaIbHO CO3JaHHbIA WHTEPHET-
cait ¢ ¢popmoil BBOJIa HA HEM PEKBU3UTOB JIOCTyNa K OAHKOBCKOMY CYETY, a
B KQUECTBE «HAXXUBKW» — HEKUN COOOIIEHHBIN MOTEPHEBIIEMY MPEIJIOT JJIsI
nepexo/ia Ha 3TOT CAlT M 3aIOJIHEHUS TIJIaTEKHBIX PEKBU3UTOB.

Hanmpumep, mnpecTymHUK OTCIEKHMBAeT Ha WHTEpHeT-caiite kufar.by
CBEXHE O0BSBIICHUS O Tpojiaxke yero-inodo. [IpocmMorpeB aOOHEHTCKUIT HOMEP
aBTOpa OOBSIBIICHHUS, HAXOJUT €ro B OIHOM U3 MecceHpkepoB (Viber, Telegram,
WhatsApp) u BCcTynaer B NEPENUCKY, KOOI JKeJasi KyIIUTh BHICTaBJICHHBIN Ha
NPOAAXKY MPEAMET. 3aTeEM MEPECHUTAET B MECCEHPKEPE CChUIKY HA MOAJIEIbHYIO
CTpaHUILy MPEAOIUIAThI /i€ MPOAABIly HY>KHO BBECTH PEKBU3HUTHI CBOEH KapThI
JUIA TOTO, 4YTOOBbI TOMYYUTHh JI€HbI'W OT Tmokymnarens. [Ipu mnepexome 1o
TUIEPCChUIKE HEBHUMATEINIbHBIM HHTEPHET-TI0IH30BATEIh MOKET U HE 3aMETUTD
MOJIMEHBI, TaK KaK MOAOOHBIE CTPAHUIbI BU3YAIbHO CXOXH C O(OpMIICHUEM
caiftoB m3BecTHbiX cepBucoB (Kydap, EPUIL, CDEK, benmnoura, caiiTsl
pPa3IMUHBIX OAHKOB U Jp.). AJpec MOAJEIbHON BEO-CTpaHMIIbI TAKKE MOXKET
HATlOMUHATH peasTbHbBIN (kufar-dostavka.by, erip-online.com,
belarusbank24.xyz, cdek-zakaz.info u nap.). Ecim sxeprBa «aromagercss Ha
yIOUKY» M 3allOJIHUT (OpMY, COOTBETCTBYIOLIME PEKBU3UTHI JOCTyNa K
OaHKOBCKOMY CUETy OKaXyTCsl y TMpEecTymHuKa. Yepe3 CUMTaHHbIE MUHYTHI
3JIOYMBILUJICHHUK OCYIIECTBIISIET JOCTYI K OAHKOBCKOMY CUETy W TIEPEBOAUT
JICHE)KHBIE CPEJICTBA Ha KOHTPOJUPYEMble MM OaHKOBCKHE CYETa WIU
ANIEKTPOHHBIE KOLIETbKH, 3aPETUCTPUPOBAHHBIE HA MOJCTABHBIX JIMII.
Cnpaeouno.

Haubonee wacmo 015 cogepuienust makozo 6uoda KubepnpecmynjieHuil

6 benapycu 6 2020 200y ucnonv3osanacy unmeprnem-niowaoxa «Kufary.

Tax, 6 2018 200y nocpedcmeom Hee ObLIO COBEPUIEHO

51 npecmynnenue, 6 2019 200y — 126, 6 nepsom noayeoouu 2020 2ooa — 102,
60 emopom noayeoouu 2020 cooa — 3 778.

['unepccpiikn Ha (PUIIMHTOBBIE CalThl MOTYT MEPECHIIATHCS HE TOJIBKO
B XOJI¢ MEPEMUCKA B MECCEHIKEpax, HO U TpPHU OOIIEHHWH B COLMAIBHBIX



CEeTAX, a TAK)KE pa3MeIIaThCs Ha IPYTUX CalTax, SKOOBI YTO-TO MPOIAFOIINX
WJIY TTOKYITAOIIUX.

B nmocieaHee BpemMsi y4aCTHIMCh CJOYYaW CO3JaHUS (PUMIIHHIOBBIX
CaliTOB, OPUEHTHPOBAHHBLIX MO/ 3aIMPOCHI MOJIb30BaTE/CH B MOUCKOBBIX
cucremax. ['paxmpane monagaroT Ha HUX npsmo u3 Google n SIHmekca mociue
3anpocoB THumna «bemapycOaHk nu4HBI KaOuHET», «bemarpornpomOaHk
UHTEPHET-OAHKUHI» U T.J. Y BUJIEB 3HAKOMBIN 3ar0JIOBOK U JIOTOTHUII CaiiTa B
BBIJIAY€ PE3YyIbTATOB IOWCKA, HO HE YAOCTOBEPHUBIIUCH B COOTBETCTBUU
agpeca caiTa JICUCTBUTEIRHOMY JOMEHHOMY HWMEHH OaHKOBCKOTO
YUPEKACHUS, OTEPIIEBIINNA 3aMOJHSIET OTKPBIBIIYIOCA (hOPMY aBTOPHU3ALINH,
JTAHHBIC KOTOPOH OTHPABIISAIOTCS HE OAHKY, a IPECTYITHUKY.

Cnpagouno.
3aqacmy10 npu noomene OPpUCUHAIbHBIX camos qbuwuﬂeoebmu 6

umerax OaHHbIX pecypcos  YKA3aHbvl HAUMEHOBAHUA, CO36)YHble C

HA36AHUAMU ODAHKOBCKUX YupedicOeHuil u cepsucos. belarusbank-erip.onling,

ibank-belapb24.com, epey.by, e-rip.cc, erip.cc u unwvie. Ilpotios no maxomy

Ganvur-aopecy u 86edsi KOHUOEHYUAIbHbIE C8eOeHUs], Uel08eK OMNPAsUm
UX HEeNnOCpeoCmE8eHHO MOUEHHUKY.

2. «Ilomowp Opyey». JaHHBI cnoco® mMpecTyruieHuil Obul HambOosee
pacrpoctpaned B 2017-2019 rogax, HO HE MOTEPsT CBOEH aKTYaJIbHOCTH M
cerogua. CHauvaja MPECTYITHUKU MyTeM IoAdopa Mapois Wiu (UITUHTa
OCYILIECTBIIIIOT HECAHKIIMOHWPOBAHHBIN JOCTYN («B3JIOM») K CTpaHHUIIaM
coraibHbIX ceTedt (B ocHOBHOM — «BKonrtakTte»). Ilocne 3Toro uHbIM
MOJIb30BaTENIsIM, JTOOABJICHHBIM B paszien «JIpy3bs» B3JIOMaHHON CTpaHUIIbI,
PacChUIalOTCS COOOIIEHUS ¢ MPOChOOM mpenocTaBuTh GoTorpaduio WU
JaHHbIe OAHKOBCKOM IIIATEKHOM KapThl IOJ] Pa3UYHBIMHU IIpEJIoraMu,
HaIrpuMep, 4YToObl CPOUHO CJIeaTh KaKOM-TO OC3HAJIMYHBIN IIJIATEX, TaK Kak
KapTO4Ka OOpaTHBIIErocs SKOObI 3a0JIOKHpOBaHA. TakKe 3JI0YMBIILJICHHUK,
CKPBIBAIOIIMICS [10JT UMEHEM JPYra, MOXKET IMPOCUTh IEPEBECTH EMY Ha KapTy
ONPEACIICHHYIO CYMMY JICHET B CBA3W C BHE3AMHBIM MOMNAJaHUEM B CIOXKHYIO
KU3HCHHYIO CUTYyaIuio. J{oBepUMBhIil MOJIb30BaTEb, MOJIaras, 4ro o0IaeTcs
C HACTOSIIUM BJIQJICTIBIIEM CTPAHMIIBI, MEPEBOJIUT JEHBIHU JIMOO COOOIIacT
MPECTYIMHUKY PEKBU3UTHI CBOCH OAHKOBCKOM KapThl (a 3a4acTyl0 — U KOJ
0€e30I1aCHOCTH, BBICBLIAEMBIN B SMS-coobmennn OAHKOBCKUM
YUpPEKICHHUEM), TIOCJAE Yero ¢ €ro KapT-cueTa IOXHUINAIOTCS JIeHEKHbIS
CpeJiCcTBA.

Cnpaeouno.
Ewe 00num 6uoom moweHnuwecmea 6 COYUAIbHbIX Cemsix, C8s3AHHbIM

C NOMOWbBIO Opyeum JH00IM, SGIAemcsi OesAmeabHOCmb Panbuusblx

onazomeopumebHbvlX hoH008, KOMOpPLIE OCYUWLECMEIAAIOM COOpP OeHeZ Ha

JeyeHue. B maxux  cayuasx — MOWEHHUKU — CO304l0m — epynny u

pPacnpocmpaHaom uHpopmayuro 0 mom, Ymo sAKoObl HYHCHbI Cpeocmea 0s



JleyeHUsi maxcen000abH020 yenogeka (ocobenno wacmo — pebeuka). Ymoowt
He nonacmovci  HaA  YOOUKYy  MOWEHHUKO8, Heo0Xxo0umoecezoa
3anpawiueams 0OKyMeHnbl U 0ONOJIHUMENbHbIE C8EOCHUA.

3. «BuwmuneyniporcXoaut oT aHramiickoro«voice fishing» («romocoBoi
(UIIMHTY WM «T0J0COBasi pblOHAs JOBIA»). JlaHHBINM COCOO BhIpa)aeTcs B
OCYILIECTBJIEHUM 3BOHKAa HA a0OHEHTCKMM HOMEp MOTEPIIEBLIEr0 WJIA B €ro
aKKayHT B MecceHpkepe (B ocHOoBHOM, 310 Viber wmm Telegram). B xonme
TOJIOCOBOTO OOIIEHUSI MPECTYIMHUK IPE/ICTABISACTC paOOTHUKOM OaHKa WU
npaBooxpanurenbHoro oprana (MBI, KI'b, CrieacTBeHHOro KOMHUTETa) U MO
BBIMBILIUICHHBIM ~TPEIJIOroM (IPECeUYeHUe TMOAO3PUTENILHON TpaH3aKIuH,
MOBBIIICHUE YPOBHSI OE€30MACHOCTH TIOJB30BAHMSI KapTOM, TNEperpoBepKa
MACMOPTHBIX JIaHHBIX BiaJeblla OAHKOBCKOIO Cue€Ta WU T.JI.) BBIICHSET Yy
MOTEPIICBIIECTO CBEACHUS O HAIMYUKM OAHKOBCKMX TUIATEKHBIX KapTOYEK,
cpokax ux genctBusa, CVV-konax(Tpex3HauHbl KOJ Ha OOpaTHOM CTOpOHE
KapThl), MACHOPTHBIX JaHHBIX, SMS-komax ¢ Ielb0 XHUINCHUS JICHEKHBIX
cpeactB. B psnge ciydaeB  3JO0YMBIIUIEHHUKaM M3BECTHBI  HEKOTOPHIE
PEKBU3UTHI OAHKOBCKHUX IJIATESKHBIX KAPTOUECK, a TAK)KE aHKETHBIC JAHHBIC JIMII,
Ha UM KOTOPBIX OHU BBITYIICHBI.

B OonbmmMHCTBE clydyaeB NpHU COBEPIIECHUU 3BOHKOB IPECTYMHUKU
ucnonb3ytot [P-tenedonuto.

Cnpaeouno.

Vnpowenno, IP-menegponus — smo cucmema meneghouHou cea3u
nocpe()cmeww cemu HHmepHem, I’lPQOOCma@Jl}ZIOM/!Cl}Z BO3MOIHCHOCM b
ocyuiecmeleHusl  360HKO6 U 20J10C08020 061/L{€Hl/l}l uz cneyuailbHsvlx
I’lpu]lO.?f(,’eHl/lﬁ c abonenmamu MOOUNLHBIX U CMAayUuOHAPHLIX meﬂQCﬁOHHbZX
cemeu.

le/l maxKom 6X0()}ZI/L{€M 360HKe Jicepmeda euoum Ha IKpaHe
MOOUNBLHO20 menehoHa IUO0 NOOMEHHbLL HoMep, Aubo Oadce KOPOMKULL
Homep oauxa: COBPEMEHHbIE NPONIOKOJIbl MOOUNBHOU meﬂequHuu u
PASTUYHBIEKOMNbIONMEPHblE npoepammbpl no360JiArom ocyuecmeiiinio
nooobHblE mefle@OHHble 36onku. Ceou ycayeu 6 Imom npedﬂazaiom
PAaA3UdHble NIAaniHble CEPBUCHL U CAUNIBL.

,ZZJZ}Z moceo, umoowl OOCI’I’IOGBPHO ycmanoeums, Aeisdemcs U Homep, C
Komopoco nocmynujl 360HOK, aOOHEeHmcKuUM HOMepOM m€ﬂ€¢0HHOuv cemu
unu udenmugpuxamopom IP-meneonuu, neobxooumo Hanpasums 3anpoc

(3anpocel) 6 coomeemcmayruue MeieKOMMYHUKAYUOHHbIE OP2aAHU3AYUU
Pecnybnuxu bBenapyco.

HOCJ’ICI[CTBI/IH HNCITOJIB30BaHUA 3JIOYMBIIIJIICHHUKAMHA HOI[O6HOFO
crnoco0a MOIIIEHHUYECTBA OBIBAIOT BECbMa MeYaIbHBIMH.

Cnpasoumno.

Tax, nanpumep, 6 konye mapma 2021 200a 310y MblUIEHHUK NO360HUL
yepesz Viber 66-n1emueti owcumenvHuye bopucosa u npedocmasuncs
COMPYOHUKOM CLyHcObL Oezonachocmu oanka. OH coobwul, umo 8 yesix
npeceuenusi XuujeHuss ¢ OAHKOBCKOU WIAMENCHOU KApMmOUKU JHCEeHUJUHe
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He0OX00UMO  YCMAHOBUMb  ONpedeleHHOe  NPUNOJCEeHUe  YOAIeHHO2O

docmyna, cooowums KoObl Kapmul U NPUCIAMb CKPUHWOMbL U3 MOOUIbHO2O

baukunea, umo oua u coenana. Ilozoce, 3an0003pus HeiaoHoe, NeHCUOHePKa

nowina 6 O6AHK U OOHapydCcUNa, 4mo ¢ ee Kapm-cuema nponano noumu 40

mulcay pyoieil.

4. Ceob600HbIll docmyn K baunkosckou kapme. He Bcerna s XumieHus
c OaHKOBCKHMX CYETOB HCIOJB3YIOTCS XHUTPhIe CXeMbL. B psme ciydaeB
MPUYMHAMU 3TOTO CTAHOBSTCS yTepsi OAHKOBCKMX KapT, OCTaBJIICHHE HX B
JIETKOJIOCTYITHOM MECTE, WX Mepefaya MHBIM JIMIAaM ISl OCYIIECTBIICHUS
pa3oBeIX Tatexend. Ilpuw >TOM yBeNIMUMBAaEeT PUCK OCTaThcsi 0O€3
3apa00OTaHHBIX JIEHEXHBIX cpeAcTB xpaHeHue PIN-koma psgom ¢ kaproi
(HampuMep,3aMcaHHbIM Ha OyMaKKe B KOIIEIbKEUIIM Ha caMOil 0aHKOBCKOM
Kapre).

Pa3HOBUAHOCTBIO TMOJOOHOTO JIETKOMBICTHUS — SIBJISIETCS  XpaHEHUe
dboTonzo0pakeHnii 0aHKOBCKUX KapT WJIW IJIATEKHBIX PEKBU3UTOB B MAMSTU
MOOUIBLHOTO TenedoHa, B IIOYTOBOM aKKAyHTE WM JUCTAaHIIMOHHOM
obOsiauHOM XpaHwiuile. [Ipu HECaHKIIMOHUPOBAHHOM JOCTYIE K TaKOMY
XpPaHWJIMIY MPECTYMHUK TOy4aeT U OECHpEensTCTBEHHBIM JOCTyN K
OaHKOBCKOMY CUETY €ro BJaJieblia.

5. Iloxynka ¢ npedonaamoii. Haubosiee NMpUMHUTHBHOM, HO OT ATOTO HE
MeHee paboTarorieit (hopMOi HHTEPHET-MOIIIEHHUYECTBA SIBJSIETCS pa3MEIlCHUE
NPECTYMHUKAMHU Ha BUPTYAJIbHBIX JIOCKaX OOBSBIICHUM, TEMAaTHUECKUX CalTax, B
COILIMAJILHBIX CETSX, TPYMIaxX MHTEPHET-MECCEHPKEPOB OOBSBICHUN O MPOAAKE
KaKUX-JIMOO TOBApOB 10 «OpOCOBBIMY» 1IeHaM. Ho Jij1s1 mosmydeHust ToBapa (SIKoObI
MOCPEACTBOM TIOYTOBOM TEPEChUTKU WM CIY)KObI JOCTaBKH) TpeOyeTcs
[IEPEYMCIICHUE TIPEAOIUIATHI MJIM 33/IaTKa HA YKA3aHHBIE  «IIPOJIABIIOM
OAHKOBCKYIO KapTy WJIM 3JIEKTPOHHBIN Koiesnek. [IpaBna, rmocie nepedyncieHus
0XKMJAEMBIN TOBAp TaK U HE IIOCTYIIAET, a «IIPOJIABEID» MEPECTAET BbIXOJIUTH Ha
CBSI3b.

6. Illanmasic. B HEKOTOPBIX CITydasx 3J0YMBIIUICHHUKH MOTYT YTPOXKaTh
pA3MIAIICHUEM  PA3JIMYHBIX  KOMIIPOMETHUPYIOUIUX CBEACHUW C  IEJbIO
BBIMOTaTeJIbCTBA. Hanpumep, MNolyduB HECAHKUMOHWPOBAHHBIA JOCTYI K
HNHutepHer-pecypcaMm  (CTpaHuIlaM B COIHAIBHBIX  CETAX, IEPEMHCKE
ANIEKTPOHHBIX TIOYTOBBIX SIIUKOB M OOJIAYHBIM aKKayHTaM) W 3aBJIafICB
N300pKEHUSMH, HE TIPEAHA3HAYCHHBIMU I MYOJIMYHOTO TMPOCMOTPA,
MPECTYITHUKN BCTYNAIOT B TIEPENHMCKY C TOTEPIIECBIIMMU, TpeOys pa3HbIe
JICHE)KHBIE CYMMBbI U YIPOXkasi B CIlydae OTKas3a PaclpOCTPAHUTh UX B CETH
HNuTepher.

7. Hnuvle mowennuuecmea.TakKe MOXKHO BBIJICNIUTH €IIE HECKOJIBKO
TUIOB MOLICHHUYECTBA, KOTOPHIC B HEJIABHEM MPOILIOM 3a4aCTYI0 YCIIEUTHO
UCIIOJIB30BANIUCH HA Tepputopuu Pecnyonuku benapycs:



o [TpocbObI MOMONHUTH CYET OMPEEICHHOTO HOMEPA MOOMIBHOTIO
TeneoHa WM IJIATSKHOM KapThl B Buje: «Mama, TOMNOJHH CYET Ha
20 pyOneit. MHe He nepe3BaHUBail — mo3:xe nepe3BoHto. HyxHo cpouno!».

o 3BOHOK C HOMEpa Jpyra WIH pPOJCTBEHHHKAa, B KOTOPOM
co0eCeTHUK YTBEPKIAET, UYTO OH COTPYIHUK MPABOOXPAHUTEILHBIX OPTaHOB,
IPOCUT BO3HATPaKJIEHUE, oOemIast MPeI0TBPATUTh BO30YXKICHUE YTOJIOBHOTO
7iesia B OTHOLIEHUH OJTM3KOT0 YeIoBeKa.

o Korma MoiieHHUK 3BOHUT U Cpa3y OTMEHSET BhI3OB. [lepe3BoHUB
Ha OTOOpa3UBIIUICS HOMEpP, ADOHEHT CIBIIIUT aBTOOTBETYUK WJIM TYIKHU, B
ATO BpPEMS CO CueTa €ro MOOMJIBHOTO Tele(oHa CIHUCHIBAIOTCS JACHBIU, TaK
KaK BBI30B COBEpIIAETCS C NPUMEHEHHEM Iepeajpecallii Ha IUIaTHBIMI
HOMEP.

° Korpa npuxoautr SMS-coo011ieHre 0 HEKOEM BBIUTPBIIIE, MMOCIIe
4yero abOHEHTY TpejiaraloT OTIPaBUTh IJIATHOE COOOIIEHHE B OTBET WIIU
OTNPaBUTh HEOONBIIYI0O CYMMY Ha OQHKOBCKYIO KapTy MJid TOJYyYCHHUs
(JDKEBBIUTPBIIIAY.

° Korna npuxogutr SMS-coobiiieHue ¢ runepcChlIKOM, MPOnIs 1Mo
KOTOPOU MOJIb30BaTENb 3aITyCKAET MPOIECC CKAUMBAHUS BUPYCa.
° Korma mnoctymaer 3BOHOK OT «IIPEACTABUTENSL COTOBOTO

omeparopa», BO BpPEMA KOTOPOTO  3JOYMBIIUICHHUKH  MPEIJIararoT
nepepeructpupoBarb SIM-kapty. Ilpm »>TOM mOnB30BaTENb  BBOAUT
CHEUUANIbHBIN KO WK oTnpasisieT SMS-coo0uienue, nocine yero ¢ 0anaHca
€ro MOOMJIBHOTO TeJie(pOHA CIIUCHIBAIOTCS JEHBIH.

o Korga npuxomutr SMS-cooOllleHHe WM MOCTYyHaeT 3BOHOK, B
X0JIe€ KOTOpOro coodiaercs, 4To aboHeHT He oratuia mrpad. [locne storo
YEJIOBEKY MPEMIaracTcsi MPOU3BECTU €ro OIUIATY, MEPEYHCIHMB JEHbIM Ha
«CTICTIUAJIBHBIN PACUETHBIA CUET WIIM MOMOJHUB OAaHKOBCKUH CYET.

o Korga npuxoaur SMS-coobuienue ¢ undopmainueir o Tom, 4To
iaTe)xHasi Kapra 3a0JOKMpOBaHAa, M YKa3bIBA€TCSI HOMEpP, MO KOTOPOMY
MOXHO TIOJIYYUTh CHpaBKy uiud mnomouls. [locme 3BoHkKa y abOoHeHTa
sanpammuBatoT PIN-koa, CVV-kop (Tpex3HauHblil Ko Ha 0OpaTHOM CTOpOHE
KapThbl), HOMEP KapThl U JIpyrue JaHHbIC, HEOOXOAUMBIE JJIsl CHATHUS JIEHET C
OAHKOBCKOTO CUETA.

Kakue cnocoovl mowennuuecmea ovlearonm 6 OMHOUWEHUN IOPUOUYECKUX
JUY U UHOUBUOYATILHBIX npeonpuHumameiei?

Kubepnpectyrienuss npuyuHSIOT yiepd HE TONbKO rpakaaHam.lacrto
NEHCTBUS 3JIOYMBIIUICHHUKOB HANpaBJICHbl Ha 3aBJIQJICHUE JICHEKHBIMU
CpPEACTBAMUIOPUANYECKUX JUL(TIpeANPUATHH, YUYpeKIeHUun U
OpraHM3auMi) M MHIMBHAYAJIBHBIX mpeanpuHumaresaed. Ho u 3xech
TJIABHBIM ~ yCJIOBUEM, JAIOIIMM BO3MOXKHOCTH  COBEPILIEHHUS  TOJ0OHBIX



3MOJICSIHUN, SIBIISIETCA  «4eoBedYecKud (akTop», T.€. TpyOble OIIMOKH,
J0NycKaeMble pa0OTHUKAaMU: OT PYKOBOAMTEJECH O ceKpeTapei, Oyxraiarepos
U MEHeKepoB.Bce yaille moTeprneBiMy CTAaHOBATCATE FOPUANYECKUE JTMLA U
WUHAVBUIYAIbHBIE  MPEAIPUHUMATENM, KOTOPbIE  OCYIIECTBIISIIOT — CBOIO
JESITeIbHOCT TIPH MTOMOIIH 3apyOeKHBIX KOHTPAT€HTOB.

Cpenn Hambonee THUNMUYHBIX (OPM TOCATATEIBCTB XaKEpPOB Ha
JICHE)XHBIE CPEACTBA W OXpaHAEMYyI0 HH(POPMAIMIO IOPUAMYECKHUX JIUI]
spisitorcs BEC-amaxku (ot anrmmiickoro: «businessemailcompromise» —
KOMITpOMETaIlusl OM3HEC-TIEPETICKH ).

Peamuzarus 1omo0HOW CXeMBl XHWIEHHWS BO3MOXKHA ITOCPEICTBOM
NOJIyYeHUsI HECAHKIIMOHUPOBAHHOTO JIOCTYIA K 3JIEKTPOHHOM MOYTE OJHOU
U3 CTOPOH CHeNKU. B 3Toil cuTyauuud 3I0yMBIIIJICHHUKA 00JalaroT
uH(popMalrend 0 peaMeTe, YCIOBUSIX TOTOBOPAa U MOTYT BECTH MEPENUCKY,
HE BbI3bIBas MOAO3pEHUsS (B cilydae HEOOXOAMMOCTH MMM HaIpPaBISIOTCS
JOTIOJTHUTENFHOE COIJIallleHne, cueT-npodopma (MHBOMC) C MU3MEHEHHBIMU
pEKBU3UTAMM  OAHKOBCKOIO  CY€Ta M KOHTAKTHBIMU  JIaHHBIMHU
npeacTaBuTeNIei (PUPMBI TYTEM UX «HAJIOXKEHHUS Ha MOJATOTOBJICHHbBIE paHEee
U COXPAaHEHHBIE B COOOIICHUSAX JOKYMEHTHI).

Kpome TOro, umerorcs ciayyau, KOrja OT HMEHHU O€JIOpyCCKHUX
CyOBEKTOB XO3SIMICTBOBAHMS IOCJIE B3JIOMa MX KOPIOPAaTUBHOW IOYTHI B
aapec 3apyOeKHbIX NApTHEPOB TAaKK€ HANpaBISIMCh IHCbMA, CUETa-
npoopMbl ¢ HM3MEHEHHbIMM OAaHKOBCKMMHU peKBU3UTaMu. B pesymnbrare
JEHEKHBIE CPEICTBA, MPUUYUTAIOIIMECS OEIOPYCCKUM MPEANpUATUAM 32
IPOU3BEACHHYIO (IIOCTABJIEHHYIO) NPOAYKIUIO, NEPEBOIMINCh Ha CueTa
MOILIEHHUKOB.

Taxxe  BO3MOXKHAa  cUTyauusi, Korjga IIOCJI€  COIJIACOBAHMUS
CYLIECTBEHHBIX YCJIOBHM KOHTpakTa C 3apyO€XHbIM MapTHEPOM, a B
OTHEJIBHBIX CIy4YasgX M €ro NOANKCAHUSA, Ha JJIEKTPOHHYIO IIOYTY
opraHuzauuu (MpeanpuaTs) NPEeCTYIHUKAMU HaIpaBisieTCsl COOOIIEHUE
AKOObI OT UMEHHU COTPYAHHKAa MWHOCTPAHHOI'O KOHTpAreHTa o0 M3MEHEHUU
PEKBHU3UTOB OOCIY)XMBAIOUIEr0 OaHKa M HEOOXOJUMOCTH MEPEUUCICHUS
JNEHEKHBIX CPEACTB HA HOBbIM cueT. [Ipu 3TOM amgpec 3JIEeKTPOHHOW IMOYTHI
MOIIIEHHUKOB MMEET CYIIECTBEHHOE CXOJICTBO C PEajbHbIM, YTO 3a4acCTYyIO
ocraercst He3aMeueHHbIM. [locnenyronias nepenucka yxe OCyIIeCTBISETCS C
kuOepnpecTynHukamu. Jlanee moj npeyioroM omiaTbl TOBAPOB HHOCTPAHHBIX
KOMIIAHUM W BCJEJICTBUE IPENOCTABJICHUS IO JJIEKTPOHHOM IOYTE JIOKHBIX
OaHKOBCKMX PEKBHU3UTOB Ha CUETa MOILICHHHUKOB IEPEUUCIISIOTCS JICHEXKHBIC
CPEICTBA CO CTOPOHBI CYObEKTOB XO3SIICTBOBaHUS KaK rOCY/IapCTBEHHOIO, TaK
Y YaCTHOI'O CEKTOpPa S3KOHOMUKH.

Kaxk ne cmame scepmeoii kubepnpecmynienun?
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1. Hukoraa, HUKOMY U HY IIPH KAKHUX 00CTOATEILCTBAX HE COO0IIATH
PEKBHM3UTHI CBOMX 0AHKOBCKHMX CYETOB U 0AHKOBCKMX KapT, B TOM YHUCIIC
JWIaM, TPEJCTaBUBIIMMCS COTPYIHMKAMH OaHKa WM TPAaBOOXPAHUTETHHBIX
OpraHoOB, IPY OTCYTCTBHH BO3MOXXHOCTH JOCTOBEPHO YOCIUTHCS, UTO ITU JIFOIU
T€, 32 KOTro ce0s BBIJIAIOT.

B cimyuae mocTyruieHusi 3BOHKA «OT COTpYJHHKA OaHKa» HE0O0XOIUMO
YTOYHUTH €ro (haMIInio, HoMep TenaedoHa, OCIe YEro 3aBEPIIUTh pa3roBOp U
CaMUM MTO3BOHUTH B OAHK.

HeoOxomumo mpuHUMaTh BO BHHMAaHHE, YTO pPEaTbHOMY COTPYIHHKY
OaHka wW3BecTHa cleayromas uHpopMarus: damuIus JepKarens KapThl,
NacTOPTHBIC TaHHBIC, KAKKE KapThl 0(OPMIICHBI, OCTATOK Ha CUeTe.

He cnenyer cooOmate B TeneOHHBIX pa3roBopax (Iaxe COTPYAHHUKY
0aHKa), a TaKKe MOCPEJICTBOM OOIIECHUS B COITUATIBHBIX CETSIX: MOJHBIM HOMED
KapTouku, cpok ee aerctBus, kojg CVC/CVV (Haxopsiuecs Ha 0OpaTHOM
CTOpPOHE KapThl), JJOTHH M TapoJib K HHTEPHET-0aHKWHTY, TTaCTIOPTHHIE JaHHBIE,
KO/0BO€ ¢J10BO (1ipoBoii Kox) n3 SMS-cooOIieHmHI.

B cinydae ecim «coTpyaHMK OaHKa» B Pa3roBOpe COOOIIAET, UTO C
KapTOYKOM TMPOUCXOIAT HECAHKIIMOHUPOBAHHBIC TPAH3AKIMKU, HEOOXOAUMO
OTBEYaTh, YTO BbI MPHUAETE B OAHK JIMYHO, — BCE MOJOOHBIE BOMPOCHI HYKHO
peniaTh B OTJC/ICHUH OaHKa, a He 110 TeJeoHy.

BHUMAHME :nomnume, umo CcOmpyOHUKU OAHKOBCKUX
VUPEHCOCHUUHUKO20AHE UCHONb3YIOM Ol C8S3U C KIUEHMOM MeCCeHONCepbl
(Viber, Telegram, WhatsApp).

2. J11s1 oCylIeCTBIICHUS OHJIAWH-TIIIATEXKe HEe0OXOAMMO MCIOJIb30BATh
TOJIbKO HaJICKHbBIC MJIATEKHBIE CEPBUCHI, 0013aTEIbHO MPOBEPsisi JOMEHHOE
HMSsl pecypca B aJipecHOH CTpoke Opay3epa.

3. He caexyer xpaHuTh O0OaHKOBCKHE KapTbl, uxX ¢ororpaduu u
PEKBHM3UTBI B MeCTAX, KOTOPbIe MOIYT OBbITh JOCTYIHbI MOCTOPOHHUM
JMIAM; 3TO € OTHOCHUTCS K ¢oTorpadusiM U WHBIM BUAAM HH(OpMauu
KOH(HACHIINAIBHOTO XapakTepa.

4. CnegyeT  BO3AEP:KUBATHCA  OT  OCYLIECTBJIEHMSI  OHJIANH-
IiaTe:keil, CBSI3AHHBIX € MPEIOIVIATON WM MepevyHcIeHneM 3aJaTKOB 3a
TOBAPBI M YCJIYrH, OJIArOTBOPUTEIILHON U CIIOHCOPCKOW MOMOIIU B MOJIB3Y
opraHuzainuii 1 (GU3NYECKUX JIUIl TP OTCYTCTBUHU JOCTOBEPHBIX JAHHBIX O
TOM, YTO Ha3BaHHBIE CYOBEKTHI SIBJIIOTCS TEMH, 32 KOTO CEOsI BBIIAIOT.

5. He crout nepeuncnsth JeHEKHBIE CPEACTBA HA CUETa IECKTPOHHBIX
KOIIIEIbKOB, KapT-cueTa 0AaHKOBCKUX IUIATEKHBIX KapTodek, cuera SIM-kapt
1o nmpoch0e mosib3oBaresiei cetu UHTepHeT.

6. [lns  goctyma K cMCTEMaM  JUCTAHIIMOHHOTO  OaHKOBCKOTO
oOCITy>XMBaHUsl (MHTEPHET-OAaHKUHT, MOOWJIBbHBIA OaHKUHT), SJEKTPOHHBIM
MOYTOBBIM  SIIIIUKAM,  aKKayHTaM  COIMAJIBHBIX CETed U HWHBIM
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peCypcaMHeo0X0AMMO MCII0Jb30BATh CJIOKHbIC MAPOJIH, HCKJIIYaKoIIHe
BO3MOKHOCTb MX Moa00pa. CTOUT BO3AEPKATHCS OT MAPOJIEH: AAT POKICHUS,
UMeH, (paMIIMi — TO €CTh TeX, KOTOPBIE JIETKO BBIYUCIUTD U3 OOIIETOCTYITHBIX
MCTOYHMKOB MH(OpMAIH (HAIPUMED, TEX K€ COIUAILHBIX CETEH).

7. Ilpn cocTaBieHUM TIUIATEKHBIX JIOKYMEHTOB BasKHO NPOBEPATH
IVIaTeKHbIEe PEKBU3UTHI MOJIyYATe sl JeHEKHBIX CPEACTB.

8. [Ipy mocTyrieHMH B COIMAJIBHBIX CETSIX COOOLIEHUN OT JIHI,
COCTOSIIIMX B KAaTETOPUU «APY3bs», C MpochO0aMu O TMPEAOCTaBICHUU
PEKBU3UTOB OAHKOBCKHMX IUIATEKHBIX KApTOUECK He cJieyeT OTBeYaTh HA
NnojA00OHbIE COOOIIEHUsI, a HeoOXOAMMO CBA3aThCA C JAHHBIMH
M0JIb30BaTEJIAMHU HAMPSMYIO MOCPEICTBOM HHBIX CPEACTB CBSI3M.

O.IIpm oOHapyxeHnn ¢akTa B3JIOMa AKKaAyHTOB COIHAIBHBIX CETEH
HEOOXOAUMO HE3aMEIJIUTENLHO BOCCTAHABIMBATh K HUM JOCTYII C MOMOIIBIO
CIIy>KObl TIOJACPAKKU JTMOO OJIOKMPOBATH, a TaKXKE MNPEIYNpEeKIaTh 003TOM
(hakTe JIMI, C KOTOPHIMU OOIIAIMCH MOCPEICTBOM JTAHHBIX COLIMAIbHBIX CETEH.

10. Hean3st oTkpbiBaTh (aiijibl, MOCTyNaIiue ¢ HEe3HAKOMBIX
aJpecoB JJIEKTPOHHOM TMOYTHI W AaKKAYHTOB MeECCEH/IKepPOB; HeE
NEPEXOUTH MO CChUIKAM B COOOIIECHUSAX O MPU3aX U BBIUTPHIIIAX.

11. HeoOxomumMo  MCHOJIb30BATH  JIMIIEH3MOHHOE TPOrpaMMHOe
o0ecrneyeHue, PpPeryJasipHo OOHOBJISAATH NPOrpaMMHOe olOecrnedyeHue u
ONEPAIIMOHHYI0 CHCTEMY; YCTAHOBUTH AHTHBHPYCHYI0 NPOrpamMmy He
TOJIbKO Ha TEPCOHAJIbHBIA KOMIBIOTEP, HO M Ha CcMapTQoH, IJIAHIIET U
pErysipHO OOHOBJIATH €€.

12. Cnegyer O03HAKOMHUTHL C MEPEeYHCIEHHBIMM  MPaBUJIAMH
0€30MacCHOCTH CBOMX POJACTBEHHUKOB M 3HAKOMBIX, KOTOpPbhIE B CHIIY
BO3pacTa WJIM HEJAOCTATOYHOrO YpPOBHA (PMHAHCOBOM TPaMOTHOCTH MOTYT
OBITb OCOOCHHO YSI3BUMBI JIJIsl IEMCTBUNA KMOEPIIPECTYITHUKOB.

Kaxkue coeembvt MoxicHo 0amo 0opuoudecKum aunuam, 4moosl
ooezonacumo ceods om mowennuyecmaea?

1. BblpaGoTaTh YeTKHIi IUIAH PearupoBaHUA U O3HAKOMHTH
pabOTHUKOB C TIEPEYHEM CBEJCHUM, OTHOCAIIMXCS K KOMMEPUYECKOM,
CITye0HOI 1 UHOMU TalHe.

2. MWckawounth B CBOell  JeSITEJBHOCTH  HCHOJb30BAHUE
0ecImIaTHbIX MOYTOBBIX CEPBHCOB, a  TaKke NPUHUMATH
JTOMOJIHUTEIbHbIC MePbI 3alIUTHI KOPIMOPATHBHON 3JIEKTPOHHOI MOYTHI
(moakiroueHue AByX(akTOpHOU ayTeHTU(UKAIMHU, COOII0ACHIE TPeOOBaHU I
K CJOXHOCTH Tapojii W NEPUOAUYHOCTH €ro CMEHbI, HCIOJIb30BAHUE
AHTUBHUPYCHOTO TIPOTPAMMHOTO 0OECTICUCHHS).

3.  HeykocHuTenpbHO  €00I0OAaTHL  NpaBWIa  MOJb30BAHUS
CHCTEMOM TMCTAHIMOHHOI0 0AaHKOBCKOI0 00C/IyKUBAHUS .
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4. Co3gaBarb pe3epBHbIe KONMHM [JAHHBIX W XPaHUTh UX Ha
CBEMHBIX HOCUTEIIAX.

5. IlpoBepsiTb MNPaBHJIBLHOCTH ajJpeca 3JJEKTPOHHOH TMOYTHI
KOHTpPareHTa MNpH MOJYYEeHHH M OTIPaBKe COOOIIEHMI, a TaKxke
NOAJAEPKUBATL KOHTAKT € €ro IpeACTABUTEIEM M COIJIACOBBLIBATH
KJII0YeBbI¢ BONPOCHI JONOJHUTEIBLHO IMOCPEICTBOM HHBIX CPEACTB CBS3H
(TenmeOHHBIX  TIEPErOBOPOB, HCIIONB30BaHUS  (AaKCUMHUJIBLHOM  CBSI3H,
MECCEH/KEPOB U TIp.).

6. He ucnoab3oBaTh padouyue yCTPOHCTBa B JHYHBIX LeJIfX,a
CITy€OHBbIE SIIUKU 3JIEKTPOHHOM MOYTHI — JJIsl pETUCTPAllMM HA TOPTOBBIX U
pa3BIEKATENbHBIX OHJIAWH-TUIOIIAIKAX.

7. Hamaauth CTPOrui aeiicTBEHHbIN KOHTPOJIb 32 CO0JII0IeHUEeM
yTBEePAKJAEHHbIX Mep HHGPOPMAIMOHHOW 0€30MacHOCTH (COOTBETCTBHE
IPOrpaMMHOI0 00eCTIeUeHUs], MPOBEPKA OTCYTCTBUSI HECAHKIIMOHUPOBAHHOTO
JOCTYIa K BHEITHUM MH(OPMALIMOHHBIM pecypcaM U T.J.).

**kk

CoBpeMeHHBII MHUpP XapaKTepU3yeTcs AMHAMUYHBIMHU TJI0OATbHBIMU
npoueccamu. CoBepIIeHCTBOBaHKNE MHPOPMALIMOHHOM chephl U oOecriedeHne
ee 0e30MacHOCTH CTAHOBUTCS OJHHUM M3 KIJIFOUEBBIX MOMEHTOB, BIIMSIOLIAX
Ha 0OILIECTBEHHOE U rOCYJapCTBEHHOE pa3BuTHe PecnyOnuku benapych.

B oToM CBA3M B HallleW CTpaHE YIEIAETCS MOBBILIEHHOE BHUMAaHUE
00eCTIeYeHHI0 3alUIIIEHHOCTH MHGOPMAITMOHHOTO NPOCTPAHCTBA,
uH(GOPMaIIMOHHON HH(PACTPYKTYphl, UHPOPMAIIMOHHBIX CUCTEM U PECYPCOB.
B 4dactHOCTH, OTBETHBIE BEKTOPHI TOCYAAPCTBEHHON MOJMTUKA 0003HAYEHBI B
yrBepxaeHHO 18 mapta 2019 r. Konuemnuu nHpopmMamoHHoi 6e30macHOCTH
Pecniyonmuku benapyce. B To ke Bpems, kak ormetwi IIpe3unent Pecyonvku
benapycsr A.I'.JIykamenko B xoae VI Beebenopycckoro HapoaHoro coopanus,
HYKHO HE TOJIbKO 0O0Jiee aKTMBHO BBISBJISTH M TMPECEKATh IKCTPEMUCTCKYIO,
MOILIEHHUYECKYIO ¥ MHYIO HE3aKOHHYIO JICSITEIbHOCTh, HO M aKTUBHO padoTaTh
Ha/1 TOBBIIIIEHUEM UH(DOPMAIIMOHHON TPAMOTHOCTH HACEJICHUSI.



